Customers’ Consents

(i) The Customer agrees and consents to VIVO for the use of any of the Customer personal data for the
purpose of participation in this Campaign in accordance with the applicable Personal Data Protection laws
and regulations, to the extent that any personal data provided shall only be processed and be used by VIVO
for lawful purpose directly related to the running of this Campaign including but not limited to the purposes of
promotional events, advertising, marketing and any administrative matters to facilitate the management of
this Campaign.

(i) By providing the personal data, the Customer confirms that he/she has read, understood and agreed
to be bound by VIVO’s Marketing Activities Privacy Statement. The Customer agrees that VIVO and/or its
agent and/or its third-party service providers may contact the Customer by telephone, email or such other
method in connection with this Campaign.

By filling on this form, you hereby accept the prizes, gifts or vouchers as they are and hereby acknowledge
that VIVO makes no representation, warranty or undertaking, whether express or implied, with respect to the
prizes, gifts or vouchers. VIVO assumes no liability or responsibility in respect to defect or deficiency of the
prizes, gifts or vouchers or the nature/consumption of the prizes, gifts or vouchers and will not entertain any
direct correspondence with anyone in this regard. For any query regarding the prizes, gifts or vouchers,
please contact the respective manufacturer or issuing partner or their authorised representative.



Vivo Privacy Policy

December 20, 2025

Welcome! VTALENT BUSINESS SDN. BHD (“vivo”, “we”, or “us”) respects your personal data and complies
with all applicable legal requirements. This Privacy Policy (“Policy”) explains how your personal data is
collected, used, stored, and processed when you interact with vivo.com, vivoglobal.com, or any other vivo-
owned websites, as we as when you use our products, services, applications, features, or digital platforms
(such as vivoCloud and vivo’s User Experience Improvement Plan). It also applies to any other locations
where this Policy is displayed (collectively, the “Services”), for the purpose of applicable data protection
legislation. Please read our policy practices carefully. If you have any questions, please feel free to Contact
Us.

1. Terms and Definitions
Data Controller

“Data Controller” refers to the legal entity that determines, either independently or jointly with others, the
purposes and means of processing personal data. Unless otherwise required by applicable law, vivo acts as
the data controller.

Personal Data

“Personal Data” refers to any information relating to an identified or identifiable natural person (“data subject”).
An identifiable natural person is someone who can be identified, directly or indirectly, in particular through
identifiers such as a name, identified number, location data, online identifier, or one or more factors specific
to that individual’s physical, physiological, genetic, mental, economic, cultural, or social identity. You, as a
visitor of the Services, are considered the data subject.

International Transfer

“International Transfer” refers to the transmission of personal data to a foreign country or region, a foreign
public authority, a foreign individual, or a foreign legal entity.

2. Legals Grounds for the Processing of Personal Data

vivo processes your personal data only when there is a valid legal basis for doing so. These legal bases
included:

a. Consent
You have given your clear and explicit consent for vivo to process your personal data.
b. Legal Obligations

The processing of your personal data is necessary for vivo to comply with applicable laws or regulations, or
is required in connection with suspected unlawful activity, serious misconduct, legal proceedings, or requests
law enforcement agencies.

c. Legitimates Interests

The processing of your personal data is necessary for purposes related to our legitimate interests. We ensure
such processing is balanced against, and does not override, your rights and reasonable expectations. Our
legitimate interests include, but are not limited to:

e Enhancing our understanding of customers and delivering more relevant, improved services;
e Ensuring the proper functioning and stability of our Services;



e Maintaining the security of our systems and preventing unauthorized access or cyber-attacks;

e Protecting the rights, property and safety of vivo, our affiliates, business partners, and customers;

e Anonymizing personal data for research, analytical, or statistical purposes;

e Generating commercial value for the benefit of our shareholders, provided such interest are not
overridden by your privacy rights.

3. Information We Collect

vivo collects different types of personal data depending on how you interact with our Services. The categories
of information we may collect include:

a. Registration and Account Information

You may use certain Services without identifying yourself. However, if you choose to register to a vivo Account
(or any other account provided by vivo), you will be required to create a username and password. During
registration, you may provide personal data such as your name, age, gender, email address, mobile number,
and other relevant details.

We may also request identity verification information when required or permitted by applicable laws. If you
purchase products or services through your account, payment-related information will be collected. When
using services such as E-Warranty card activation or value-added services, you may be asked to provide
your name and contact details.

b. Information Provided to Respond to your Requests

When you contact us (e.g., to exercise your rights or requests customer service), you may provide personal
data including your identity details, contact information, and information relating to the Services you are
inquiring about. Your communications with our support team may be stored and transmitted through our
internal systems.

c. Information Related to Product and Service Purchases

If you purchase products or services online, we may collect your name, address, contact details, delivery and
payment information, and any return/exchange-related details.

d. Mobile Device and Technical Information
When accessing our Services via mobile devices, we may collect device-related information such as:

e Device identifiers [e.g., IMEI (International Mobile Equipment Identity), eMMC ID (embedded
multimedia card), GAID (Google Advertising ID), GUID, UUID, UFS ID (universal flash storage),
SIM/IMSI (International Mobile Subscriber Identity)]

e Device Module and operating system information

e CPU, storage, display configuration and parameters

e |P address, MAC address, language settings, mobile carrier, postal code

e Location information (GPS / geo-location)

e Application usage information and other data relating to the device you use.

e. Log Information

When you access our Services, we may collect usage data sent from your device, such as:

e Time and duration of your interactions

e Search queries entered through our Services
e System logs relating to usage or errors

e Other usage-related logs



We retain your consent records for 5 years to verify your authorization and prevent unauthorized data
collection. We keep your rights-related complaint records for 5 years to track processing and ensure proper
resolution.

f. Information from Third-Party Sources

We may combine information collected from our Services with information lawfully obtained from external
sources, such as publicly available data, demographic databases, or social media—only where permitted by
applicable laws.

g. Other Information

Certain Services may require additional or specific information. Such requirements will be detailed in separate
terms, agreements, or privacy notices, and we will obtain your consent where appropriate.

Sensitive Personal Data

We generally do not request sensitive personal data (e.g., racial origin, religious beliefs, political opinions,
criminal records, biometric identifiers, health data, or sexual orientation).

However, in limited circumstances, if sensitive data such as facial features, fingerprints, voice recordings,
heart rate, or activity data is required, we will collect and process it only with your explicit consent or when
otherwise required or permitted by law.

4. Purposes of Processing of Personal Data

vivo processes your personal data of the following purposes:
a. To Operate and Improve Our Services

We process your personal data to:

e provide, maintain, improve, protect and develop our Services, products, content, and advertisements;
e send you important notifications, such as software updates, policy changes, or information relevant
to your use of our Services;
e analyse usage patterns to develop and enhance our products and Services;
e communicate with you regarding your device, Services, inquiries, or support requests;
e administer promotional programs, sweepstakes, contests, and similar events;
e conduct after-sales, customer service, and technical support activities;
e evaluate software compatibility and provide personalized or customised products and Services.
b. To Analyse and Aggregate Non-Personal Data

We use aggregated and anonymized usage data, technical logs, and other non-personal information to
analyse how our Services are used and to generate statistical reports. This helps us improve our products
and offer a better user experience.

c. To Understand How You Use Our Products

With your separate consent (where required), we may request feedback or collect information about your
usage habits to better understand how our products and Services are used and how they can be improved.

d. Marketing and Communications

With your consent where required, we may use your personal data to send you marketing messages,
promotional materials, surveys, event invitations, or service-related communications. Each marketing email
or message will include an option for you to unsubscribe at any time.



e. Sales, Fulfilment and Customer Service

We may use your personal data to process product or service orders, arrange delivery, manage returns or
exchanges, handle refunds, process reviews, provide receipts or invoices, and support your overall purchase
experience.

f. Account Management

We may use your personal data to create, manage, update or close your account, maintain accurate records,
and perform administrative tasks necessary for account-related operations.

d. When Personal Data is Needed

In certain situations, we may not be able to provide specific Services without your personal data. For example,
if you do not provide necessary contact information, we may be unable to communicate with you or respond
to your inquiries.

5. Ways of Processing Personal Data

We process your personal data through various non-automated methods, including:
collection, recording, organisation, storage, adaptation (updating or modification), retrieval, use,
transfer (including disclosure or granting access), anonymisation, blocking, and deletion (or
destruction).

As a general rule, we do not use automated decision-making techniques, such as profiling, when processing
your personal data. If automated processing is required under specific circumstances, we will only do so after
obtaining your explicit consent, unless otherwise permitted by law.

We ensure that all processing activities are protected by appropriate safeguards, including reasonable
measures to maintain personal data that is accurate, complete, up-to-date, and relevant, and to support
your rights to access and correct your personal data.

6. Retention Period

We retain your personal data only for as long as necessary to fulfil the purpose for which it was collected. To
determine the appropriate retention period, we consider:

¢ How long the data is required to provide you with our Services;
¢ Contractual obligations or your specific requests;
o Regulatory or legal requirements, such as mandatory retention periods.

When your personal data is no longer needed—or when you close your account or withdraw consent—we
will delete or anonymise your data unless we are legally permitted or obliged to retain it (e.g., for public-
interest archiving, scientific or historical research).

Please note that while we strive to permanently erase your data at the end of the retention period, residual
copies may continue to exist temporarily in backup or archival systems. Such data will be placed beyond
operational use, meaning it cannot be accessed or processed by our employees.

7. How vivo Shares Your Personal Data
We may share your personal data under the following circumstances:

1. vivo Affiliated Entities



We may share your personal data with vivo group companies, subsidiaries, and affiliates.

These entities may process personal data according to the same legal bases and purposes described in this
Privacy Policy.

2. Authorised Partners

We may disclose your personal data to trusted service providers and authorised business partners, including
but not limited to:

e network operators, distributors, and sales partners

e advertising and media agencies

e research institutions

o third-party data processors and analytics service providers
e logistics and warehousing providers

¢ online service vendors and e-commerce platforms

e professional advisers (e.g., legal, financial, audit)

e insurers, investigators, or customer service agencies

Details of third-party interactions will be listed in the Privacy Terms of each specific Service. We require all
authorised partners to comply with applicable data protection laws and to implement reasonable security
measures. They are contractually prohibited from using your personal data for any purpose other than those
outlined in this Privacy Policy.

3. Legal or Regulatory Disclosure

We may disclose your personal data when required by law, or in response to requests from judicial, regulatory,
or governmental authorities.

4. Change of Ownership or Corporate Restructuring

In the event of a merger, acquisition, restructuring, or bankruptcy, your personal data may be transferred to
relevant third parties without requiring further consent from you, where permitted by law.

Security Obligations for Data Recipients

Whenever we share personal data with vivo affiliated entities, authorised partners, or new owners, we require
them to store and protect the data securely. All entities that receive personal data from us are contractually
bound to maintain confidentiality and handle your data responsibly.

8. Your Rights

As a data subject, you have various rights regarding your personal data under applicable data
protection laws. You may access, correct, block, or request the deletion of your personal data at any
time by sending a request to privacy@vivo.com, as described in the Contact Us section of this
Privacy Policy. Please note that we are not responsible or liable for the accuracy or authenticity of
the information you provide. We may also keep a record of your communications to help resolve
any issues you raise.

You have the following rights regarding your personal data:
a. Right to Object

You may object to our processing of your personal data when we process it for any of the following
reasons:



where processing is based on our legitimate interests;

to perform a task carried out in the public interest or in the exercise of official authority;
for direct marketing purposes; or

for scientific, historical research, or statistical purposes.

b. Right to Withdraw Consent

Where we rely on your consent to process personal data (e.g., for marketing), you may withdraw
that consent at any time through your device settings or by contacting us. Upon withdrawal, we will
stop processing your personal data for that purpose unless another legal basis allows us to continue.
If so, we will inform you of that basis.

Your withdrawal will take effect upon receipt. After you submit your request to privacy@vivo.com,
your personal data will be deleted within a reasonable time. However, we may continue processing
your data where we are legally obligated or permitted to do so.

c. Data Subject to Access Requests

You may request a copy of the personal data we hold about you at any time and ask us to modify,
update, or delete such data. You may also access the following details:

the purposes of processing;

categories of personal data concerned;

recipients or categories of recipients;

the expected storage period or the criteria used to determine it;

the existence of your rights to rectification, erasure, restriction, or objection;
your right to lodge a complaint with a supervisory authority;

the source of the data (if not collected directly from you);

the existence of automated decision-making, including profiling;

where applicable, details of international transfers and the safeguards used.

We will not charge you for the first copy unless permitted by law. Additional copies may incur a
reasonable fee. Where legally allowed, we may refuse certain requests and will always explain the
reasons for any refusal.

d. Right to Erasure
You may request the deletion of your personal data in certain situations, such as when:

the data is no longer necessary for the purposes for which it was collected;
you withdraw consent and no other legal basis exists;

the data has been unlawfully processed;

erasure is required to comply with legal obligations; or

you object to processing and no overriding legitimate grounds exist.

We may refuse erasure only in limited situations and will always inform you of the reasons. When
complying with a valid erasure request, we will take all reasonable steps to delete the relevant data.

e. Right to Restrict Processing

You may request that we restrict processing in specific circumstances—for example, if you contest
the accuracy of your data or object to processing based on our legitimate interests. If the data has
been shared with third parties, we will notify them unless doing so is impossible or requires
disproportionate effort. We will notify you before lifting any restrictions.



f. Right to Rectification

You have the right to request correction of inaccurate or incomplete personal data. If we have shared
the data with third parties, we will inform them of the rectification unless unreasonable or impossible.
You may also request details of those third parties. If we decide not to act on your request, we will
explain our reasoning.

d. Right to Data Portability
You may request to transfer your personal data to another service provider where:

e the data is processed by automated means;
e the data was provided by you; and
e the processing is based on consent or necessary for the performance of a contract.

We will provide your personal data in a commonly used, machine-readable format, or transfer it
directly to the third party where feasible.

h. Right to Complain
You have the right to lodge a complaint with the relevant supervisory authority at any time.

Please note that we may collect and retain information relating to the exercise of your rights (e.g.,
consent given or withdrawn, data deletion requests) as necessary under this Privacy Policy.

9. Cookies

We may use tracking technologies—such as cookies, unique device identifiers, referrer URLs, and
device location information—when you access or use certain applications or features. For more
details about how we use these technologies to enhance your online experience and personalize
our services, please refer to our separate Cookies Policy.

10. Third-Party Links

Our Services may include links to third-party websites, products, or services, or may integrate or
offer products and services provided by third parties. Any information collected by such third
parties is governed solely by their own privacy practices. We encourage you to review the privacy
policies of those third parties. We are not responsible for the privacy practices, content, or policies
of any third-party websites or services.

11.Security

vivo implements a variety of technical and physical safeguards to protect your personal data. These
measures aim to prevent unauthorized access, disclosure, alteration, or destruction of your
information. However, please note that no security measure can guarantee absolute protection. If
you believe your login credentials or account security have been compromised, please contact us
immediately.



When you use certain vivo products, services, or applications, any personal data you choose to
share may be visible to other users, searchable online, or accessible to the public. Such data may
be read, collected, used, or retained by those parties. You are solely responsible for the personal
data you decide to disclose in these circumstances, and it is your responsibility to ensure the
accuracy of that information.

Below are examples of the data security measures we employ:

Protecting the facilities where information systems processing personal data are located,
including preventing unauthorized physical access by individuals without proper clearance.
Using technical safeguards such as encryption, anonymization, and other data-protection
technologies.

Maintaining a strict list of personnel authorized to access information systems that contain
personal data.

Appointing a Data Protection Officer to oversee compliance and security.

Identifying potential risks and threats to the security of personal data during processing
activities.

Assessing and testing the effectiveness of the security measures implemented to protect
personal data.

Detecting unauthorized access to personal data and taking appropriate remediation
measures.

Implementing all feasible steps to restore personal data that may have been altered or
destroyed due to unauthorized access.

Continuously monitoring security measures and the overall protection level of our information
systems.

Establishing access rules for personal data processed within our systems and maintaining
logs of all actions performed on such data.

Please note that we store personal data both electronically and in physical form, at our own facilities
as well as with selected service providers.

12.Minors’ Privacy

Our Services are not intended for minors as defined under applicable laws. We do not knowingly
collect personal data from minors through our Services. We will only use or disclose personal data
of minors if:

it is legally permitted;
consent has been provided by a parent or legal guardian; or
other legal grounds apply under relevant data protection laws.

If we inadvertently collect personal data from a minor without verified parental or guardian consent,
we will delete such information as soon as reasonably possible. If you believe that a minor has
submitted personal data to us without the appropriate consent, please Contact Us immediately.

13.Storage and International Data Transfers

To provide a consistent level of data protection and deliver efficient support, we store personal data
in different locations depending on the user’s country or region:



o« EEA, Turkey, Colombia, Peru, Australia, Andorra, Albania, Bosnia and Herzegovina,
North Macedonia, Monaco, Montenegro, Serbia, Croatia, the United Kingdom, and
Switzerland: data is stored on servers located in Germany.

e Russia, India, and Kazakhstan: data is stored on servers located within your country.

o All other regions: data is stored on servers located in Singapore.

We take appropriate steps to ensure that any transfers of personal data outside your country are
conducted securely and in compliance with applicable data protection laws. Where the destination
country does not provide an adequate level of protection, we may use one or more of the following
safeguards:

o Data transfer agreements incorporating standard contractual clauses to ensure an
adequate level of protection;

» Transfers necessary for the performance of a contract with you, or a contract with a third
party in your interest;

e Your explicit consent to the transfer.

Where required by law, we will obtain your separate consent before transferring your personal data
to a jurisdiction that does not offer the same level of protection as your country.

14. Notification of Updates

We may update this Privacy Policy from time to time. If material changes are made, we will notify
you through email or other appropriate communication channels. Please refer to the most recent
version available at: hitps://www.vivo.com/en/about-vivo/privacy-policy.

15.Contact Us

If you have any questions about the way we handle your personal data which have not been answered in this
Privacy Policy, you may contact us or our Data Protection Officer through our Privacy Support website:
https://www.vivo.com/global/about-vivo/privacy-support.

Our addresses:

(a) Data controller: vivo Mobile Communication Co., Ltd., registered at No.l, vivo Road, Chang'an,
Dongguan, Guangdong, China

(b) Data protection representative in the European Economic Area: vivo Mobile Communication Iberia S.L.,
registered at Calle Orense 58, Planta 12 - C, 28020 Madrid, Spain


https://www.vivo.com/en/about-vivo/privacy-policy
https://www.vivo.com/global/about-vivo/privacy-support

